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GRC [llustrated

What are the elements of privacy risk management and compliance?
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An Effective Data Privacy
Management Capability
AUDIT & OVERSIGHT
An effective data privacy BUSINESS

5 PAR
management has defined,
auditable processes and policies
that are consistent with the Fair _
Information Practice Principles.
Key components include: -~

 Collection Need Assessment

* Use Risk Assessment We are mapping every piece of

data so we see how it is being
used and know we are following
our rules.

 Privacy Policy with Pre-Approval,
Acce
» Transfer Policy and Procedures

ss and Use Provisions

We ask for approval and
agreement with our privacy
policy when collecting data.

Are we transferring data to
parties that have agreed to our
rules and privacy policy?

* Security and Disposal Policy and Procedures
* Assessment and Monitoring
« Effective Technology Support

1 COLLECT

Ensure that personal info collected from a variety of sources is:
« Limited to what is needed for defined use of required by law

« Collected in accordance with privacy policy notice and consent

+ Managed with established controls based on risk assessment

« Stored for no longer than is necessary for use or as required by law

We audit our processors
regularly and we have
appropriate contract clauses.

Limit use to needs defined in the
privacy policy such as to:

« Fulfill a request from an individual
« Market products and services

« Conduct research

- Transfer to authorized third parties

Fair Information
Practice Principles

i L s
Q 1. Notice/Awareness 7;
How data is collected, used /?a
and transfered to others 4 MONITOR Qi R u larly perfoym e e olpr!va:y P to:
Establish monitoring processes and technologies to: « Validate compliance with privacy policy
2. Choice/Consent « Track changes in laws, regulations and standards - Confirm operation of established actions and controls
« Identify changes in business operations « Meet latory i orindustry dard

Options to control how data

« Flag need for changes to privacy policy and practices « Support internal and external audits

Isusec beyond the « Continually provide input to privacy team

immediate transaction

3. Access/Participation
Ability to view and verify the

data collected

4. Integrity/Security

Securing data with limited
access for neccessary employees

5. Enforcement/Redress

Self-regulation, civil actions
and government enforcement

contact info@oceg.org for comments, reprints or licensing requests © 2015 OCEG

http://www.oceg.org/resources/illustration-privacy-risk-management-compliance-2015/
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Industry Standards
and Practices

Consumer Rights
and Concerns

Potential Pitfalls
Collecting or keeping more
than you need

Not categorizing sensitive
information

Assuming intended use and
actual use are the same

Poorly controlling transfer of
PPl outside of the entity

Ignoring cross-border issues
and differences

Losing track of where private
information is located

Disposing of PPl without full
destruction of the data

Failing to respond to changed
circumstances

Preventing audit and oversight
due to poor visibility

Manually managing a complex
information lifecycle
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COMSUMERS
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EMPLOYEES

BUSIMESS
PARTMERS

We ask for approval and
agreement with our privacy
policy when collecting data.

Ensure that personal info collected from a variety of sources is:

+ Limited to what is needed for defined use or required by law

+ Collected in accordance with privacy policy notice and consent

» Managed with established controls based on risk assessment

« Stored for no longer than is necessary for use or as required by law
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Government Regulation
and Oversight

Industry Standards
and Practices

Are we transferring data to
parties that have agreed to our

rules and privacy policy? Limit use to needs defined in the
privacy policy such as to:
We audit our processors » Fulfill a request from an individual
regularly and we have - Market products and services
appropriate contract clauses. + Conduct research

- Transfer to authorized third parties
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Regularly perform assessment of privacy practices to:
» Validate compliance with privacy policy

« Confirm operation of established actions and controls
« Meet regulatory requirements or industry standards
« Support internal and external audits
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Establish monitoring processes and technologies to:

« Track changes in laws, regulations and standards

« [dentify changes in business operations

» Flag need for changes to privacy policy and practices
« Continually provide input to privacy team
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Privacy Management
Functions
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Data Privacy Management Process

Audit Data
Management

Practices

Build Policy and
Compliance
Requirements

Ongoing
Monitoring

Conduct
Compliance
Reviews

Enable
Controls

Marketing

Implement Identify

Program

Changes Gaps / Risks
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Privacy Program Evolution
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Privacy Program Evolution
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Privacy Program Evolution

Early (1-2 years) 4 Growing (2-5 years) 4 Maturing (5-10+ years)
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Privacy Assessment
Benchmarking Study
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Privacy Assessment Study Overview

Survey Background Respondent Background
A Online survey conducted December A Participants screened to ensure part
9-15, 2014 of ¢ o mprivacyfdnstion

A External sample used (not TRUSTe . N
A Companies ranging in size from

database)

. _ _ 1,000 to 75,000+ (approximately
A Participants blind to TRUSTe being

equal distribution)
the survey sponsor

A External consultant used to A US multi-nationals, across wide range
administer and analyze of industries
A 203 respondents from large

organizations (>1,000 employees)

TRUSTe
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Nearly Half (45%) of Privacy Budgets over $1M Annually

What is the approximatéotal 2014 privacy budget for your company, including
employee salary / benefits, external resources, and external software and tool:

Under $100K
3%

Do not know
N 17%

Over $5M
15%

$1M - $5M
21%

TRUSTe
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$250 - $500K
13%

$500K - $1M
18%

Average = $3.3M
Median = $1.0M

Company Size is a Key Driver

A1K to 5K Employees, Ave =
$1.8M

AOver 75K Employees, Ave =
$3.3M

Mature companies 2.5x more
likely to have > $1M budget

exclude nAD
n=203

Cal cul ati ons

|
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Wide Range of Privacy Team Sizes

Howmany individuals are involved in yoorrganizatiors privacy initiatives as
their primaryresponsibilityoverthe course of this year (internal employees
and external contracto)®

0 1
3% 4% Average = 28 people

Median = 18 people

Company Size is a Key Driver
Al1K to 5K Employees, Ave = 18
AOver 75K Employees, Ave = 50

21 to 50
24%

n=203
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Company Privacy Maturity

How would you rate the maturity of your company's privacy program?

50% -
45%
45% -
40% -
35% -
30% -
25% -
20% -
15% -
10% -

5% -

0% -

1 (Very 2 3 4 5 (Very Mature)
Immature)
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Assessment Practices
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Internal privacy audit and assurance

- - valy |n|ng

77
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Regulatory compliance for cross-border data transfers

Vendor Risk Management

oatd PIiIVo yprogram
Develop and manage a comprehensive PIA process

Developing a program for vendor risk management

Centralizing global privacy policies

Third-party Privacy certifications

Compliance with self-regulatory ad frameworks
Compliance with EU Cookie Directive

Compliance with CASL

Other
n=203
TRUSTe
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Privacy Impact Assessment (PIA) Volume Analysis

AMedian = 12 per year

ACompany Average = 59 per year

ACompany Size Not a Key Driver of Volume

APrivacy Maturity Key Driver of Volume i Very Mature = 2x Average

120 +
100 -
80 -
60 -
40 -
20 -

47

Technology

Finance /
Insurance

111

Biotech/  Manufacturing Retail / CPG

Pharma/
Health

50

30

Other
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Assessment Benchmarking Summary

Conducting Privacy Assessments top priority for many companies
Average company conducts 59 PIAs per year

1/3 across offline online and employee data

Assessments take a long time T 28 days, 285 hours on average
Managing respondents and analysis are top drivers to length
Assessments are labor intensive T 56 employees company-wide
Budget and teamoO0s time top 1 nhibi

Internal systems, email, and spreadsheets most common tools

© o N o 00k~ W DR

Individual assessments cost $17K - $71K (length & rate)
10. Annual costs from $210K to $4.2M (volume, length, & rate)
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Key Privacy Use Cases
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Data Privacy Management Use Cases

Company Type

Tech: Computer  Integrated privacy impact assessments
Into product lifecycle process

Medical Services Discovering and building business
process data flows for privacy risk
analysis

Energy and Evaluating data transfers across global
Petroleum enterprise
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Use Case:
Automating Privacy Impact Assessments
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Privacy Impact Assessment (PIA) Automation

Privacy
assessment
Initiated by
project owner

—>| Risk Triggers

Preliminary

System

Analyzed

Respondent
answers PIA

Reviewer
Resolve issues
and approve

report
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> | analysis of
input

Detailed
PIA
needed?

Yes

Auto
approval
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Privacy Threshold Assessment
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